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Abstract

Above all else, a person’s health is the most important thing, so any personnel’s medical
records are unquestionably a very sensitive and priceless resource.If this knowledge is given
to the wrong people, they may misuse it in unfathomable ways. The conventional form of
paper file storage looks to be the most dangerous method of storage, although being used
today. Additionally, computerized folder systems for storing records are not very trustwor-
thy and may allow the relevant authority to abuse them. However, handling such data
would have been made much simpler if the patient had been given complete control over
who should have access to these sensitive information by cutting out the middleman. The
blockchain concept is presented at this point since it has proven to be a great technology for
decentralized data storage. Data security is best ensured by blockchain decentralized apps

that link several entities, including as patients, doctors, and laboratories.

Keywords: Healthcare, centralization, decentralization,Blockchain, data security
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1. Introduction

Several parties are involved in the medical record storage industry, including doctors, pa-
tients, labs, pharmacies, insurance companies, and researchers. Since sharing these sensitive
and important details with anyone would be inappropriate. Modern digital storage methods
are incredibly trustworthy, safe, and dependable since they only allow secure patient data to
be submitted when necessary. Utilizing a blockchain limits data modification after a block is
created. A user must also have authorization on the Blockchain network in order to access
part of the data. As a result, blockchain technology is used in our project to store and

manage electronic medical records in order to protect sensitive data.

1.1 Background

Traditional methods of storing diagnosis reports on manual paper files are quite laborious
and not safe. Even though most health sectors now use digital systems, the relevant author-
ities still have to go through those drab-looking folders that hold a lot of documents relating
to a single patient.The authority must sort the files in that specific folder using the oldest
file first format and examine each file dating back to the patient’s initial diagnosis report
in order to learn about any patient’s diagnosis history report. To think that this circum-
stance is too challenging and then attempt it every day can eventually result in mistakes.
Additionally, related authorities occasionally misuse patient records for their own gain. As
a result, Blockchain technology offers a practical answer to all of these issues by storing
data in a decentralized manner with complete patient control.Decentralization, authenticity,
immutability, and transparency are among Blockchain’s key properties. Traditional meth-
ods manage medical data through a centralized authority, which leaves data vulnerable to
destruction, corruption, obscurity, and exploitation through bribery of the person in charge.
Records lack immutability and transparency, and therefore are not secure. When traditional
approaches struggle to apply prerequisites on health care data, blockchain aims to restore
confidence in contemporary medical records.

The management and storage of electronic medical records using blockchain technology
is a viable method for strengthening the confidentiality and privacy of sensitive patient data.
With blockchain, medical records can be kept in a distributed, decentralized database that
cannot be changed without the agreement of all network members. This decreases the risk
of unwanted access, data breaches, and data tampering and eliminates the requirement for

a centralized authority to control and manage the data.



Patients can pick who can access their medical data and have full control over it by adopt-
ing a blockchain-based system. Only the information required by doctors, labs, pharmacies,
and other organizations can be securely accessed, with the patient’s proper authorization and
consent. This facilitates quicker and more accurate research as well as more effective and
precise diagnosis and treatment.A blockchain-based system can also increase accountability
and transparency because every transaction and change is recorded and can be tracked back
to its origin. This can enhance overall healthcare quality and outcomes while assisting in the
prevention of fraud, mistakes, and misuse.Implementing a blockchain-based medical record
system, however, necessitates careful consideration of a number of technological, legal, and
ethical challenges, including data protection, confidentiality, permission, ownership, respon-
sibility, interoperability, and others.The system must be developed and put into use in a
way that satisfies the unique needs and specifications of many stakeholders while upholding
the strictest privacy and security regulations.The manner that medical records are stored,
handled, and exchanged could be completely changed by blockchain technology. Blockchain
can improve healthcare results and give individuals more control over their personal health
data by offering a transparent and secure platform for data exchange.

Greater security and privacy are two important advantages of using a blockchain-based
system for EMR storage and management. Data breaches and hacker attacks are substan-
tially less likely because there is no single point of failure or control because the data is
stored in a decentralized database. Every transaction on the blockchain is also protected by
encryption and authentication, guaranteeing that only people with the proper permissions
can access the data.Greater transparency and accountability are two advantages of using
blockchain technology for EMR storage and management. It is simple to spot any illegal
alterations or questionable activity because every transaction on the blockchain is logged and
can be tracked back to its source. As a result, fraud, mistakes, and abuse can be imrpoved
overall healthcare quality and outcomes.

In conclusion, blockchain technology has the potential to revolutionize the way that
medical records are maintained, exchanged, and stored by enhancing their security, privacy,
accountability, and transparency. To make sure that a blockchain-based system for EMR
storage and management is effective, efficient, and fair for all stakeholders, it is crucial to

thoroughly analyze the technical, legal, and ethical problems involved.

1.2 Problem statements

The conventional record-keeping system’s main flaws were its lack of security, dependability,
and centralization of storage, all of which made it easy to alter data in a variety of ways.

Although there are some platforms for cloud storage of medical records, they are not very



dependable. Security hazards, privacy concerns, accessibility issues, data fragmentation, and
a lack of patient control are just a few issues that centralized medical record storage systems
can bring about for patients and healthcare professionals. Blockchain-based decentralized
solutions may provide a safer, more private, and more easily accessible option for managing
and storing medical records.

The major problems associated can be listed below :

I.Security risks: Systems for centrally storing medical records are susceptible to se-
curity lapses and cyber-attacks, which may result in the theft or unauthorized access of
sensitive patient data. This is due to the fact that all the data is kept in one place, making

it a prime target for hackers and other bad guys.

II.Limited accessibility: = Some healthcare professionals may not have access to cen-
tralized medical record storage systems, particularly those who practice in remote or rural
areas or for various healthcare organizations. As centralized system requires the permission
to be granted by the central authority rather than the patient. So, for the entities who aren’t
granted access by the central authority who records the medical data it may be problem-
atic to access such medical data. This may result in treatment delays and a breakdown in

provider coordination.

III.Data Fragmentation Patient information is frequently scattered among several sys-
tems and databases in centralized medical record storage systems. So, a patient records may
be stored at different medical institutions databases rather than the single collective fashion.
So, it may be hard to acquire the patient’s medical data in the collective way as patient can
be getting treatment from the several institutions. So, it makes challenging to distribute,

record and access the patient’s records across various healthcare providers.

IV.Lack of patient control Patients frequently have limited control over their own data
when medical records are stored centrally. They could not have easy access to their medical
records, or they might not be able to control who has access to their information and for
what purposes. For an example, certain medical institutions may give access to any doctors,
or any other entities without the consent of the patient. And patient may be unaware who

have access for what purpose, for how much period and over which data.



1.3 Proposed Solution

A blockchain is a distributed, decentralized database that keeps information in blocks that
are linked to one another in a chain, with each block having a hash of the one before it. This
makes it nearly impossible to change any block without also changing all succeeding blocks
and getting agreement from all network users.Medical records are managed and stored using
this technology. On the blockchain, each medical record would be kept in its own block,
which would also contain a timestamp and a distinct hash. Any modifications to the record
would necessitate the creation of a new block, which would then be connected to the prior
block to form a chain. Every medical transaction would have a permanent, unalterable
record, thanks to this. This helps from the security risks posed by the central based system.

All the records of the patients are recorded collectively in the respective patient account.
And the patient can access it anytime. And also any doctor or any other entity can access it
as required without getting permission from any central authority and hence it has greater
accessibility.

Since, all the records of the patient from any doctor or any medical institution is stored
in the patient account. And all the records of the patient from the beginning is stored in
the patient account the problem of the data fragmentation is solved. And all records of the
patient from the beginning can be viewed easily.

In this system the patient decides whom to give access as well as revoke the access. Only
that entity which get access can view the records or upload the records to the patient’s
account. Hence, the patient has full control over his/her records and account.

This can enhance the general quality and effectiveness of healthcare by preventing fraud,

mistakes, and misuse.

1.4 Objectives

This blockchain-based decentralized storage platform was proposed in order to provide a
platform for the storage and management of electronic medical records. This platform is
more secure, dependable, and offers significant protection against data manipulation be-
cause it puts all power in the hands of the patient.

The major objectives of this project are :

I. A blockchain-based EMR system’s better security of patient data is one of its main goals.
Patient data can be kept in a decentralized, tamper-proof database using blockchain tech-

nology.



II. A blockchain-based EMR system’s additional goal is to make medical records more ac-
cessible. Regardless of where they are situated, patients may readily exchange their medical

information with healthcare professionals, which can raise the standard of treatment.

1.5 Scope

Long-term, this kind of technology may take the place of every other conventional method
of information storage, improving data security. A blockchain-based EMR project’s scope
may be rather extensive because it is a decentralized system, covering a variety of topics like
patient data administration, healthcare provider collaboration, patient privacy and consent,
medical research, and health insurance and billing. The immutable, traceable, transparent,
auditable, and secure storage of the medical records may be ensured by the decentralized

architecture of blockchain.



2. Literature Review

2.1 Related work

Various scientists, researchers and authors have published articles Blockchain based elec-
tronic medical record management system and also EHR. MedRec [1] technology is built
to provide decentralization, utilizing the properties of Blockchain technology. The patient
centric API is designed to include interoperability for the aggregation of the databases. A
cryptographic hash is used to ensure that the data is not manipulated. Smart contracts in
the Ethereum network are used for data collection and access permission. Proof of identity,
a DNS-like model, is used to connect a unique Ethereum address to a particular patient ID.
A syncing algorithm enables the management of off-chain data sharing between the supplier
and the patient’s database. To prevent a common point of failure, MedRec depends on
several participants. The system offers convenient access to immutable and robust medical
information resources through care providers and services. However, the model does not
have scalability and encryption over smarts contracts. MedBlock proposed a Blockchain-
based data management framework that improves the hybrid-consensus platform to resolve
network latency and high energy consumption problems where DPoS and PBFT are not suf-
ficient. The consensus process functions like a committee voting, where one node is elected as
the influencer to operate on behalf of several other nodes inside a network. To demonstrate
strong and reliable identity, MedBlock incorporates symmetric cryptography with custom
access control. The system enables quick data transfer to prevent network overload by ex-
ecuting several tasks in a single period for the patient. Compared to other methods, the
Bread Crumb mechanism provides less access time and continuous data transfer at various
intervals, which addresses the issue of exchanging information and data storage in broad
networks. But EHRs are held in hospital servers, they lack the idea of Blockchain decen-
tralization to prevent being exploited by malicious hackers. Peterson et al. [2] proposed a
medical information sharing system that has a community based network design. This study
suggested a framework where data can only be viewed on a given node if the community
members accept and support the semantics. Ultimately, patient monitors the protected data
exchange and their enforcement. But the biggest downside is the direct storage of personal
data. SMEAD [3] is a modern healthcare model built for patients with diabetes in a safe
end-to-end network. The suggested model involves three wearable tools (neckband, shoes,

and wristband) to track the status of the patient and anticipate the condition. They also
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introduced MEDIBOX (an auto-served and shared network) to act as a tool for patients to
warn and recall. Using smart contracts, Blockchain provides encryption and access control
of data to trusted parties. The proposed framework is built together with medication, IoT,
wearable devices, and cloud storage. The use of public-key cryptography preserves the data
authentication. Through protecting transactions, smart contracts are being used to resolve
the privacy problem. This system focuses primarily on the constant supervision of patients
and alerts people if something is unusual. However, the feature does not define security
for the mobile application controlled by the number of parties concerned. Salahuddin et al.
[4] proposed a Machine-to-Machine (M2M) data management framework by an innovative
protocol-based beacon. The proposed architecture allows the use of IoT sensors based on
Field-Programmable Gate Array (FPGA) for tracking medical data. Heterogeneous groups
including authorities, retailers, staff, doctors, insurance providers, and hospitals may handle
the deployed systems. Blockchain and IoT-based cloud gateway is used to restrict data ma-
nipulation, where data fusion, and decision fusion is applied. Conceicaoet al. addressed a
solution regarding transparency and protection using Ethereum based smart contracts. The
information is only held by the patient. Smart contracts monitor health transactions, store
EHR, and store public-private key pairs of users. Wallets are used as a tool to accelerate the
information search. Three categories of transactions are defined: New Record, Notification,
and Request Access. If a user misplaced their private key, they will not be able to access their
wallet anymore. Data is not maintained in a secured database so data recovery mechanisms
would be a problem. Lee et al. [5] propose an intelligent service model for healthcare on top
of data measurement and storage functionality provided by IoT health devices. To obtain
data from personal health devices, an application level collaboration protocol is proposed in
which receives bio-signals information from the IoT-enabled devices. Rajput et al.propose
an IoT based architecture to obtain health-related data from sensors and upload it to the
cloud database for sharing with clinicians. Zgheib et al. [6] present a new IoT architecture
for healthcare applications with a focus on the principles of weak coupling and of semantic
data exchange. Siyal et al. discuss the application of blockchain technology in medicine and
healthcare domain. The article claims that blockchain technology has a potential to help in
personalized, authentic, and secure healthcare by merging the entire real-time clinical data
of a patient’s health and presenting it in an up-to-date secure healthcare setup. However,
they mentioned issues relating to data emanating from diverse sources and pointed out the

interoperability issues between blockchains from various service providers.



2.2 Related theory

2.2.1 Blockchain Technology

In 2008, Satoshi Nakamoto first proposed the idea of Bitcoin cryptocurrency as a decentral-
ized P2P public system. Blockchain technology has been the foundation behind Bitcoin that
functions as a transactional ledger. Blockchain technology is a digital innovation that has
the potential to significantly impact trusted computing activists. Blockchain provides trans-
parency. The features of the Blockchain technology attracted many researchers to explore
the architecture and find out potential use cases. The diversity of Blockchain technology in
the application domain has faced rapid growth. The type of application is not restricted to
financial transactions only. Blockchain is a linked list that is distributed, consistently main-
tained by consensus, cryptographically linked, and cryptographically assures the integrity of
data [20]. A linked list is a set of blocks that are connected by some link. In Blockchain
for linking the tamper-resistant blocks cryptographic hashing is used. So, it is called hash
linking. Blockchain commonly uses the Secure Hash Algorithm (SHA) 256 for hash linking.

Blockchain works by using cryptography to secure transactions and create an unalterable
record of them. Each block in the chain contains a unique digital signature, or hash, that
links it to the previous block, creating an unbroken chain of data. This makes it virtually
impossible to tamper with the data or alter it in any way, as doing so would require changing
all subsequent blocks in the chain

The technology behind blockchain is based on cryptography, which is the practice of using
mathematical algorithms to secure communications and data. A blockchain is a decentral-
ized, distributed database that is used to record transactions securely and transparently. It
consists of a series of blocks that are linked together in a chain, with each block containing
a unique digital signature, or hash, that links it to the previous block. This creates an un-
broken chain of data that is virtually tamper-proof, as altering any block in the chain would
require changing all subsequent blocks as well.

There are two types of blockchain technology: public and private. Public blockchains,
such as the Bitcoin blockchain, are open to anyone and are used to record transactions that
anyone can see. Private blockchains, on the other hand, are restricted to a specific group of
users and are used to record transactions that are not visible to the public.

One of the most notable applications of blockchain technology is cryptocurrency. Cryp-
tocurrencies like Bitcoin and Ethereum use blockchain to create a decentralized digital cur-
rency that can be sent and received without the need for a centralized intermediary, such as a
bank. Transactions are recorded on the blockchain and verified by a network of users, making

the system secure and transparent.Blockchain technology has many other potential appli-
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Figure 2.1: Basic working principle of Blockchain

cations beyond cryptocurrency. For example, it can be used to create secure supply chain
networks, track the ownership and transfer of assets, and facilitate secure voting systems.
The potential uses of blockchain are virtually limitless, and as the technology continues to
evolve, it is likely to become an increasingly important tool for businesses and organizations

around the world.

2.2.2 Blockchain Consensus Algorithms

The idea of consensus was formulated based on the Byzantine general problem. Byzantine
generals commanded an empire over a single town during the battle. The Byzantine General
Problem appears when certain generals must decide to launch an assault or not. Blockchain
introduced distributed consensus algorithms to improve data accuracy and durability [20].
A consensus algorithm is a mechanism where all peers agree on a common state of the
distributed ledger. The consistency of the data is maintained by mining (nodes validating
transactions and creating blocks) after having the consensus. The consensus means that most
of the peers agree on the data that is going in the block. The consensus protocols widely
used are Proof of Work (PoW), Proof of Stake (PoS), Delegated Proof of Stake (DPoS),
PBFT, Ripple, etc.

A consensus algorithm is a set of rules that govern how transactions are validated and
added to a blockchain. There are several different consensus algorithms used in blockchain
technology, each with its own strengths and weaknesses. Here are some of the most common

consensus algorithms:

I.Proof of Work (PoW):This is the consensus algorithm used by Bitcoin and many other

cryptocurrencies. In PoW, miners compete to solve complex mathematical problems, with



the first miner to find a solution being rewarded with a new block and the associated trans-
action fees. This algorithm is resource-intensive and can consume a lot of energy, but it is

considered to be very secure.

II.Proof of Stake (PoS): In this algorithm, validators are selected to validate transac-
tions based on the amount of cryptocurrency they hold. Validators are chosen at random,
and the more cryptocurrency they hold, the more likely they are to be chosen. This algo-

rithm is less resource-intensive than PoW, but some argue that it is less secure.

III.Delegated Proof of Stake (DPoS): This algorithm is similar to PoS, but instead
of validators being chosen at random, they are voted in by the community. The community
elects a group of delegates who are responsible for validating transactions on the blockchain.

This algorithm is faster than PoW and PoS, but some argue that it is more centralized.

IV.Byzantine Fault Tolerance (BFT): This algorithm is designed for use in permis-
sioned blockchains, where the nodes on the network are known and trusted. In BFT, a
group of nodes is selected to validate transactions, and they must come to a consensus be-
fore the transaction can be added to the blockchain. This algorithm is considered to be very

secure, but it is less decentralized than PoW or PoS.

2.2.3 Features of Blockchain

Blockchain is a less complex approach for encrypting ledger-based transactions across net-
works. The technology interacts with hosts having various processing capabilities. Ranging
from a few to several network nodes, the technology has incredibly efficient computation
speed. Figure 3 defines the fundamental operating stages of a Blockchain. First, people
perform a transaction or share a query. A network of nodes affiliated with certain roles, val-
idates the transactions. After successful hashing and agreement for the consensus algorithm
5 from each group concerned, a single block is officially announced. The block is eventually

added to the current Blockchain.
Blockchain includes multiple techniques and have some properties like:
a) Integrity: Integrity of the data is maintained because of the cryptographic hash link.

b) Immutable: Tamper-proof log of data with limited access.

c) Distributed: Blockchain is a distributed system with replicated copies, in contrast to

10



the traditional systems for data management which requires records to be updated on the
central server.
d) Authenticity: Complete information including data history can be searched on the de-
centralized network only if the user is authenticated.
e) Cryptographically hashed: Uses hash (SHA 256) linking. Hash algorithms provide
functions like one-way cryptography, faster deterministic calculation, avalanche effect, and
collision resistance. There is a public-private key pair under which the private key used for
block signature and the public key is used to test the signature’s validity.
f) Smart contracts: The codes are time-framed and generated on a distributed ledger
framework where all the entities are required to follow the same set of rules. Mining: Min-
ers use nonce in the blocks to calculate desired hash-values. This requires a high speed of
calculation (and computational power) to obtain the reward for block mining.
g) Consensus: The consistency of the connected ledger is maintained through this mech-
anism. Every party should go through some stages of verification under the thumb rule of
certain protocols. This is the backbone of the algorithm for making the technology secure.
g) Decentralization: One of the key features of blockchain technology is its decentralized
nature. Instead of being controlled by a central authority, a blockchain network is main-
tained by a distributed group of users.
h) Interoperability: Blockchain technology can be used across different systems and net-
works, making it an ideal tool for creating interoperable systems and improving data sharing
between different organizations.

These properties make blockchain technology a powerful tool for a wide range of appli-
cations, from cryptocurrency to supply chain management to voting systems and beyond.
As the technology continues to evolve, it is likely that we will see many new and innovative

uses for blockchain in the years to come.

2.2.4 Classification of Blockchain

The deployment of blockchain can be public or private.Everyone can participate in a public
Blockchain i.e.available to all. Participants in private blockchain are known to each other.
Bitcoin is the most famous example of public Blockchain. The private blockchain network
operates by limiting the membership. An example of a private blockchain would be grant
licences to a registrar for network participation. Consortium (or federated) Blockchain is a
sort of network where the infrastructure is operated by several organizations. In Table 2.2.4,

a short Blockchain classification has been presented for better understanding.
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Public Blockchain Private Blockchain | Consortium Blockchain
Public Private Public or Private
Decentralized Partially decentralized Almost centralized
High security Medium security medium security
High cost Medium cost Low cost
Anonymous user identity Identified user Identified user
Eg: Ethereum, bitcoin | Eg: company internal Eg: Hyperledger

Table 2.1: Types of Blockchain

2.2.5 Blockchain as Database

A blockchain is a distributed database that is shared among the nodes of a computer network.
As a database, a blockchain stores information electronically in digital format.The innovation
with a blockchain is that it guarantees the fidelity and security of a record of data and
generates trust without the need for a trusted third party. A blockchain collects information
together in groups, known as blocks, that hold sets of information. Blocks have certain
storage capacities and, when filled, are closed and linked to the previously filled block,
forming a chain of data known as the blockchain.

Firstly, blockchain is a distributed database, meaning that it is not controlled by any
central authority or organization. Instead, the data is stored across a network of nodes, each
of which has a copy of the ledger. Secondly, blockchain databases are immutable, meaning
that once data is added to the ledger, it cannot be changed or deleted. This is because the
data is stored in blocks, which are linked together in a chain using cryptographic algorithms.
Each block contains a hash of the previous block, creating a continuous and unbroken chain
of data. This immutability makes the blockchain ideal for use cases where data integrity
is paramount, such as financial transactions, supply chain management, and voting sys-
tems.Finally, blockchain databases use consensus algorithms to validate transactions and
maintain the integrity of the ledger. In a traditional database, transactions are validated
by a central authority, such as a bank or government agency. In a blockchain database,
however, transactions are validated by a network of nodes, each of which must agree on the
validity of the transaction before it is added to the ledger. This consensus mechanism makes
the blockchain more secure and trustworthy, as it is not subject to the whims of any one

central authority.

12



2.2.6 Blockchain as decentralized network

What a blockchain does is to allow the data held in that database to be spread out among
several network nodes at various locations. This not only creates redundancy but also
maintains the fidelity of the data stored there. If somebody tries to alter a record at one
instance of the database, the other nodes would not be altered and thus would prevent a
bad actor from doing so.Blockchain is often referred to as a decentralized network because
it operates without a central authority or middleman. Instead, it is composed of a network
of nodes, each of which has a copy of the ledger and participates in validating transactions.

In a traditional centralized network, such as a bank, all transactions are processed and
validated by a single authority. This can lead to issues such as censorship, single point of
failure, and lack of transparency. In contrast, the decentralized nature of blockchain ensures
that no single entity has control over the network, making it more secure and resistant to
censorship and attacks.

Each node in a blockchain network has a copy of the entire ledger, ensuring that the data
is always available and tamper-proof. Transactions are validated by consensus, meaning
that a majority of nodes must agree on the validity of a transaction before it is added
to the blockchain. This ensures that the ledger is accurate and transparent.Overall, the
decentralized nature of blockchain allows for a more secure, transparent, and innovative

network, free from the limitations of centralized authority.

2.2.7 Transparency in Blockchain

Because of the decentralized nature of blockchain, all transactions can be transparently
viewed by either having a personal node or using blockchain explorers that allow anyone to
see transactions occurring live. Each node has its own copy of the chain that gets updated
as fresh blocks are confirmed and added.In a blockchain network, all transactions and data
are publicly visible and recorded on the ledger, which is distributed across the network of
nodes.This transparency ensures that anyone can view and verify the information stored on
the blockchain, promoting trust and accountability.

Blockchain technology also allows for the creation of auditable records, which can be
used to track the history of a particular asset or transaction. This is particularly useful in
industries such as supply chain management, where transparency and traceability are impor-
tant for ensuring the safety and quality of products.Overall, the transparency of blockchain
technology provides a level of trust and accountability that is often lacking in traditional
centralized systems. By allowing for public visibility and verifiability of data, blockchain

promotes greater transparency and honesty in a wide range of applications and industries.
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3. Methodology

3.1 Recognition of problem

Currently, available traditional method of medical record storage is not much efficient since
it is centralized which may lead to data tampering and also the storage method either
using paper file or let it be the digitized folder on the computer is quite tedious. And
hence we addressed this problem through our application. Traditional method of storage of
diagnosed report using manual paper file is really tedious and not secured way of storing
data. Despite there are digitized system in most of the health sectors nowadays but still the
related authorities have to go through those monotonous looking folders which contains large
amount of files related to the single patient.To learn about any patient’s diagnosis history
report, the authority has to sort the files within that particular folder according to the oldest
file first format and open each and every file since the patient’s first diagnosis report. Also
all the data of the patient may not be available in the single system or in single place. Or
the medical records of the patient from the beginning may be fragmented or distributed at
various places or institutions in the centralized based system rather than linked to the single

account of the patient.

3.1.1 Functional Requirements

Functional requirements describe the functionality that the system must perform. These
capture the intended behavior of the system. This software system requires the following
functionalities:

1. Decentralized system

2. Signup for user

3. Login and entry for verified users

4. Limited time access for entities
5

. Access authority by Patient

3.1.2 Non-Functional Requirements

The non-functional requirements of the project can be described as below :
a) Security: The EMR system shall be highly secure to protect patient data from unau-

thorized access, tampering, or loss. This could include measures such as data encryption,
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access control, and backup and recovery procedures.

b) Scalability: The system shall be able to handle a large volume of data and users as it
grows over time.

c) Performance: The system shall be fast and responsive, with minimal latency or down-
time, to ensure that patient data can be accessed and updated quickly and reliably.

d) Interoperability: The system shall be able to integrate with other healthcare systems
and technologies, such as electronic health records (EHRs) and medical devices, to ensure
seamless data exchange and interoperability.

e) Compliance: The system shall comply with relevant legal and regulatory requirements,
such as data privacy and security regulations, as well as industry standards and best prac-
tices.

f) Usability: The system shall be easy to use and navigate for healthcare professionals,
patients, and other stakeholders, with a user-friendly interface and clear instructions for data
input and retrieval.

g) Reliability: The system shall be reliable and available at all times, with a high level

of uptime and minimal system failures or errors.

3.2 Proof of concept

Proof here refers to determining the feasibility of our idea and verify that the idea will
function as envisioned. Since platforms for electronically storing medical records are already
in the market, and our project is somehow based on the similar idea, hence this proves
the idea to be feasible. Also the blockchain based app are rising along with the trend of
cryptocurrency as it is decentralized and secured. And also we were already familiar with
the tools and programming needed, and had done research on the relevant concepts. The
further research in this project aspects helped us consider the relevance of the concept and

prove its feasibility.

3.3 Selection of Blockchain

Since it is not feasible to start a blockchain from scratch due to time limitations, we decided
to build our application over the most popular blockchain for Dapps, Ethereum. Since
Ethereum is the blockchain with many resources and researches in place, it was a great
help for us. Ethereum is a decentralized, open-source blockchain platform that enables the
creation of decentralized applications (dApps) and smart contracts. It was first proposed in
2013 by a programmer named Vitalik Buterin and launched in 2015.The Ethereum network
is powered by its native cryptocurrency, Ether (ETH), which is used to pay for transaction

fees and incentivize network participants. Ethereum uses a proof-of-work (PoW) consensus
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algorithm, similar to Bitcoin, but has plans to transition to a proof-of-stake (PoS) algorithm
in the future, which would be more energy-efficient.

Ethereum’s open-source nature has led to the development of a vibrant ecosystem of
developers and dApp creators, with thousands of decentralized applications built on the
platform. Ethereum also supports the creation of new tokens and cryptocurrencies through
its ERC-20 token standard, which has enabled the creation of many new blockchain-based
assets.Overall, Ethereum is a powerful and innovative blockchain platform that has enabled
the creation of many groundbreaking applications and use cases, and continues to evolve and

improve over time.

3.4 Smart Contract Development

The real development of our application started with the designing the smart contract in
Solidity. It is the most important part of the Dapps. We designed it considering all the
possibility of failure and with the exception handling in such a way that it avoids gas costly
pattern.Smart contracts are computer programs that execute automatically when certain
conditions are met. They are self-executing, meaning that they don’t require human inter-
vention to carry out their intended functions. Smart contracts can be used for a variety
of purposes, such as financial transactions, supply chain management, voting systems, and
more.Smart contracts are written using programming languages such as Solidity (used for
Ethereum), and typically contain a set of rules and conditions that define the terms of an
agreement.

So, we wrote the function in the Solidity for our app. The contract consists of the
functions like registering the entities like patient, doctor etc and recording their data in the
blockchain. Also the Login function to authenticate the users with their public key and
data stored during the register process. Similarly, the records patient function helps to store
the records of the patient by the certain entity to whom the access is given. And there is
also the function to view the records of the patient by the entity. Also the revoke access
function is there to ensure the patient can revoke the access of the entity at any time as per
requirement.

All these functions are implemented in the smart contract and the functions are imple-
mented only when the certain conditions are met.

Once a smart contract is deployed on a blockchain network, it becomes part of the
network’s permanent ledger, and can be executed automatically whenever the specified con-
ditions are met. One of the key benefits of smart contracts is that they enable trustless
transactions, meaning that parties can interact with each other without the need for in-

termediaries or trusted third parties. This can significantly reduce transaction costs and

16



increase efficiency, while also increasing transparency and reducing the risk of fraud.

3.5 Frontend development

The frontend development phase started simultaneously with smart contract development.
It involved designing the easy and user-friendly user interface. We used React as it helps to
build a rich user interface, is easy to maintain and is flexible due to its modular structure.

The specific requirements of the user interface, such as the layout, navigation, forms,
and data visualization were determined.The necessary tools and dependencies for React.js
development, such as Node.js, npm, and a code editor were installed and configured.The
project structure, including the directory structure and configuration files was setup. React.js
was used to develop the user interface components, such as forms, tables, charts, and menus
and user interactivity.Use of state management library, such as Redux , to manage the
application state and ensured that the user interface components are updated in response to
changes in the state.

While developing the frontend we first developed the base UI which is the home page
showing the logo of medical storage, login and register options for the various entities. So,
they can choose the options from there to register or to login into their account.

Similarly the account page for each of the entity were build where they can see their
details, see records of patient after putting the public address of the patient. And can
upload the records into the specific patient address. On the other hand the patient account
consists of viewing records of the patient, as well as granting and revoking access to the
specific entity by putting the address of the patient.

We used the ethers.js to connect to the smart contract on the blockchain network and

retrieve data from it.

3.6 Integration:web3.js

Using an Ethereum Blockchain is complicated but ethers.js, a decentralized library of node.js,comes

as a saviour to integrate the frontend and the smart contract. After the complete develop-

ment of frontend and smart contract, the integration part included a call to the functions of

smart contract through web app. That is provided by ethers.js through JSON RPC protocol.
First, ethers.js was installed in the project.An instance of the ethers class was created and

connected to the Ethereum network using the ethers constructor.The URL of the network

that the smart contract is deployed on was specified and in our case it was deployed on a

local network Ganache.In order to interact with the smart contract,we need to retrieve its

ABI (Application Binary Interface) and its address. The ABI is a JSON file that describes

the functions and variables of the smart contract, while the address is the unique identifier
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of the contract on the Ethereum network.Once we have the smart contract instance, we can
call its functions using the contract.methods property. We pass arguments to the functions
and specify the gas price and gas limit for the transaction.

Finally, we integrated the smart contract functions with the user interface components,
such as buttons, forms, and input fields. We used event listeners and callbacks to handle
user actions and trigger the smart contract functions.

So, the functions we wrote in the smart contract were called using the ethers.js to execute
using the frontend UI. Where specific user can call the functions using their address. Like
patient can call the access or revoke function of the smart contract using the UI which will

be executed for that particular patient’s address.
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4. System design

/ Smart Contract \
I Frontend

Frontend

Entities

Patient

Grant/Revoke
Access

Figure 4.1: System Design

4.1 Description of Working principle

The system workflow involves various steps as follows:-

A. Patient has all the right handling the accesses regarding the whole system .Patient first
registers themselves into the system and then decides whom the access can be granted and
whom not. Decides on whether the entity trying to get access is registered or not. Patient

also decides to revoke the access after the entity is done with the usage of the records.

B.The entities connected in the system queries the available medical record files. Once
the entity registers themselves through this application and needs to log into the system for
accessing the system utilizations and the patient authorizes them through their available
etheruem-address .Entities involved here are doctor, laboratory, pharmacy, researchers and

insurance company.
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C. After the entities gets authorization , the entities can further access data and also upload
record depending upon the conditions occurred. (Generally , uploading is done by entities
only). Once the entities get registered , they log in in to the system. FEach and every entities

have their own ethereum addresses which they need to connect to prior any register or login.
D. For any entities to access the records , first the patient need to grant access to particular
entity using its ethereum address. Once the access is granted , only then the particular

entity can access any records of the patient who granted access to.

E. In the entity dashboard, we can their see details , upload records and access records

. If any entity tries to access record without having permission to their request is discarded.

F. In the patient dashboard, we can see their details, access record that has been uploaded

by all the entities and grant revoke accesses.
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4.2 Use Case Diagram

The interactions between a system and its external actors or users are modeled and visualized
using use case diagrams, a form of UML diagram. It demonstrates the various use cases the
system is capable of carrying out and how these use cases relate to the actors involved.
The actors are shown as stick figures in a use case diagram, while the use cases are shown
as ovals. The relationships between the actors and the use cases are depicted by the lines.
For instance, a user might utilize the system to carry out a particular use case, such logging
in, looking for information, or placing an order.

Use case diagrams can be employed to explain a system’s requirements and functioning.
The use case diagram offers a high-level overview of the system’s behavior and aids in
capturing the functional needs of the system. Additionally, it can be used as a communication
tool between various stakeholders, including developers, testers, and business analysts, and

to help identify any gaps or ambiguities in the requirements.

SYSTEM

O

Laboratory
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login ’
Access ’
I// Record

Patient

f@ >
9/ //"

Doctor

% / Researchers

Pharmacy

Figure 4.2: Use Case Diagram

21



4.3 Activity Diagram

A UML behavior diagram that illustrates a system’s logic is called an activity diagram.
Instead of focusing on the actual implementation, try to picture how the system’s controls

flow.
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\l/ System
Management
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Figure 4.3: Activity Diagram

22



5. Tools and Technologies

5.1 Frontend

5.1.1 Javascript

Although JavaScript is typically run in web browsers, it can also be utilized by servers and
other environments by using a variety of platforms and frameworks. It is a multi-paradigm
language that supports both functional and object-oriented programming.Form validation,
dynamic content changes, and animations are just a few of the interactive features that
JavaScript is frequently used to provide to web pages. More complicated programs, including
web games and mobile apps, can also be made using it.Javascript is used as the core scripting

language for the frontend development.

5.1.2 React

Component-based architecture, which is the foundation of React, divides Ul elements into
manageable, reusable units known as components. It is simple to handle complicated Uls
because each component can have its own state and behavior. In addition, React makes use of
a virtual DOM (Document Object Model) to quickly update the user interface in reaction to
state changes.When creating native mobile applications, React is frequently combined with
other frameworks and libraries, such as Redux for state management and React Native. It

boasts a sizable and vibrant community with a wealth of learning and development resources.

5.1.3 Hooks

Previously only available in class components, state and other React features can now be
used in functional components thanks to hooks in React.Since their introduction in React
16.8, hooks have become a crucial component of React development. They make it simpler
to reuse functionality between components and enable developers to build cleaner, more
succinct code. Developers can design unique hooks to reuse logic across several components
by using hooks. JavaScript functions that employ one or more of the built-in hooks are known
as custom hooks.For creating scalable, maintainable React apps, hooks are an effective tool.
They make managing state and side effects in functional components simpler and more

manageable for programmers.
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5.2 Backend

A decentralized digital ledger called a blockchain enables secure and open record-keeping.
Blockchain technology can give electronic medical records (EMRs) a safe and unchangeable
means to store patient data. On the other hand, smart contracts are self-executing contracts
in which the contents of the parties’ agreement are explicitly encoded into code. Smart
contracts can be used in the context of EMRs to automate the management of patient
data.Patient data can be securely and openly preserved by using a blockchain and smart
contract as the backend for a decentralized EMR system. On the blockchain, each patient
would have a unique digital identity that would house all of their medical data. Access

control could be handled through smart contracts.

Data is kept in a centralized database under one authority’s control in the conventional
client-server architecture. Due to the possibility of the database being hacked or otherwise
infiltrated by bad actors, this presents a single point of failure. Users must also have faith

in the central authority to handle and safeguard their data.

On the other hand, a blockchain is a network of nodes that manages a decentralized, dis-
tributed database. The data on the blockchain is accurate and impenetrable because each
node keeps a copy of it and verifies any new transactions. There is no single point of failure
because the data is spread over numerous nodes, and the system is secure from attacks and

hacking. As a backend, a blockchain is used.

The high level of security that blockchain offers is one of the key benefits of adopting it
as a backend. It is difficult for hackers to alter or modify the data because it is stored across
a network of nodes. Blockchain technology also employs cryptography to secure the data,

making hacking almost difficult.

Transparency is another benefit of utilizing blockchain as a backend. Every transaction
is documented on the blockchain, making it easy to track a transaction’s full history. This
makes it simple to audit and validate data, which can be crucial in applications like voting

systems or supply chain management.

The use of blockchain as a backend is not without its difficulties, though.
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6. Results
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Figure 6.1: Result 01

Figure 6.2: Result 02
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Figure 6.3: Result 03

Figure 6.4: Result 04

26



Lok up s Faberi e St

Figure 6.5: Result 05

Fabent's Doimls

Lt BoSiis

Mo records found.

Figure 6.6: Result 06

27



Hiwoidn Ao

Figure 6.7: Result 07

Figure 6.8: Result 08

28



L o dis e LS

Figure 6.9: Result 09

Uplicad Reoord

Figure 6.10: Result 10

29



Lok i iy Doeden™s ol

Figure 6.11: Result 11

Erber ecidiridad of thi PElhhn] b
Bl Nt

Subeit

Figure 6.12: Result 12

30



Figure 6.13: Result 13

31



7. Conclusion

To sum up the project, the Electronic Medical Record Storage and Management System may
be the most important and necessary tool for many users who do not want to maintain their
records centrally located at a medical facility.Due to the decentralized nature of the system,

patients are able to keep track of who should have access to their records.

This system appears to provide a comprehensive storage and administration with a high
level of security, dependability, and authority by leveraging multiple resources and incorpo-
rating numerous metrics. Additionally, the system seems to have a high level of security,
dependability, and authority, all of which are crucial when handling sensitive patient data.
By utilizing cutting-edge encryption techniques and decentralized storage, which can stop
illegal access and tampering, blockchain technology can help safeguard the security and
privacy of patient data.

Additionally, using a variety of resources and metrics can help guarantee the accuracy
and dependability of the system. Incorporating various metrics can help monitor system
performance and spot potential problems before they become serious, while using multiple

nodes or servers, for instance, can help prevent downtime or data loss.
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8. Limitations and Future Enhancement

Some of the limitations are enlisted below and how this project shall be enhanced for future

use is also described below:

1. The application is identified as the web app. Hence , this application shall be extended
to mobile applications as well.
2. This application really needs the actual database for the storage of the record , which

hasnot been yet implemented.
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